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OA. AMENDMENT C >F SOLICITATION NO. 



98. DATED (SEEI^MU) 



1 0A. MODIFICATION 
NO. SAOMPD05C 103 



10B. DATED 
0*00/2005 



1 1 . TWS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 



Q ThotbowMjmbMtdwfcftita [ j 

Off n tnuwi acJnwHltdtfe mce %at of thfc amfri m«n t prtoc to tff hour and bat* »p*d fbd In ttw ttteiaiion of » rnmend »d , by on* of th# foMowinfr 
f«> Bv conwtatino lUm* 8 and 15. and fturnfrg cooi—o/tt* areftdment:/b> P» adtnow tort a l nn wctlct of thto omandiwwt on — ch 



ACKNOWLEDGMENT 



cubfnttrt;or(F}Bys*pftrs1»ltftoror^^ FAILURE OF YOUR 

TO BE RECEIVED AT THE PlACg DESJONATO) FOR THE RECCFT OF OFFERS PWOR TO THE HOUR AND DATE SPECIFIED MAY 
IN REJECTION OF YOUR OFFER If by vfctu* of Ihit amendment you dike to change on offer itnody tubmtod, f^di ctang* may b« moo> by 
trtor,pwtdode^ ta l«g T» n^tott«ira^ 



RESULT 

li 



12. ACCOUNTINGAND APPROPRIATION DATA (If required) 
See Line item Detefl 



13. THIS fTEM ONLY APPUES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 1 4. 



CHECK ONE 



0 



□ 



. □ 



A THJS CHANGE ORDER IS ISSUED PURSUANT TO: (SptoHy authority) THE CHANGES SET FORTH IN ITEM U ARE MADE JN 
THE CONTRACT ORDER NO. IN ITEM 10A. FAR 52.243-1 C/wngee-Ffced-PrtCe (AUQ 1 937}-A* II (APR 1 984) 



8. THE ABOVE NUMBERED CONTRACT JQRDER tS MOOFTED TO REFLECT THE AOMNtSTRATWE CHANGES (such « • 
change* In paying oCJc«, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF AUTHORITY OF FAR 43.103(b). 



a THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 



D. OTHER (Spec** type ofmooWcsUon andevthartty) 



E. IMPORTANT: Contractor Q tenoL [*] fe required to ifr He document end return copfae to the tewring office. 



OF CONTRACT/ORDER 



mothodt: 



$4,461,025,00 



1 4. DESCRIPTION OF AMENDMENT/MOD IF /CATION (OrgenUed by UC F sectofi heedtog* 
1. Thto modification oefinftized the contrect bw lino requfrementt wfrfch lodudej"" 



toduolng eoteXettonfcvMract subject rafter where fee&tej 



2. Mocm^^of^smeme^ofRequlr&rw^ (SOR) win be mada In the SaeSOR data tesa wracn contains ir* 
conformed copy of Section C of the contract 

3. H .2 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY RESOURCES l» hereby incofported Into fhj contract via e change 
order proceduret.The contrector ehafl provide e proposal by 4 Oct 06. 

4. The contract base year funding is increased by $4.461 ,925.00 from $204,522,813.00 to $208,964,733.00. 

5. AJJ other terms end conditions remain unchanged. 

UNITED STATES DEPARTMENT OF STATE u ~ w * 
REVIEW AUTHORITY: CHARLES E LAHIGUERJV A ^ 
DATE/CASE ID: 04 JUN 201 0 200800762 



B2, B4 



RELEASED IN PART 



,l5A.NAMf ANDJITI 




NSM754041O&2407D 

previous axnoN 

UNUSABLE 



15C. DATE SIGNED 



'9Sf> 66 



16X NAME AND TITLE OF CONTRACTING OFFICER (Type] orpUnt) 
Patrick Murphy _, 



16B. United Stetesp/Arnerfw 
BV 



Patrick 
2MG 



Mi 



UNCLASSIFIED 



10C. DATE SIGNED 

rphy 

TTOIJC 15^5:50 -04W 



STAf OAKD FORM 30 (REV. 1043} 

PhiaMbrCttAFARpiCFlO 
53J43 
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Lin* Item 
No* Description 



Quantity Unit 



Unit Price 



XK)2AA 



XW2A6 



H03AA 



30O3AB 



INUA Avittion Support Ss/vfces 



Contractor Operated and Maintained Base Operations 
Change m Funding, Unit Price 

{Start to End) Date 

(11A)t/2O05to 1001/2006) 

Funding information: 

190O-2DCS-2007- 19 5711540000 -INL-0110- - 
0110565132-2730-2589-01101306- - - 
USO148.697.O0 

'1800-2006-2008- 196811540000- INL -0110- - 
01106E6001 -2740-2589-01101409- - - 
USO149.807.OO 

1900 -2006-2006 -10222* JNM-2076- -2076625016*2706 
-2589- -019600- • 
USD332.046.00 

Scheduled Fight Hours 
Change Jn Funding, Unit Price 

(Start to Bid) Date 
(11/01/200510 10731/2006) 



• 2076625016*2705 



Funding Mbrmotwrt: 

1 900 « 2006 • 2006 - 10222 - INM * 2076 - 
-2589* -019600- - 
USD-6,660.00 

Contractor Operated and Maintained Base 
Change in Funding. Unft Price 

(Start to End) Date 

(11/01/2005 to NV31/2008) 

Funding Information; 

1 900 - 2006 - 2006 - 1 0222 -INM- 2076 - -2076625016-2705 

.2589- -019600- - 

USD-298.370.00 

1900 • 2005 « 2007 - 19 571 1540000 -)ML- 01 10- - 
01 105E6017* 2740*2589 -01 101406- - - 
USO-252.005.0Q 

1900 -2006 -2008 -10222 -INM- 2076- -2076625016-2705 
2569- -019600- - 
US0252.005.00 

Scheduled Flight Hours 
Change in Funding, Unit Price 

(Start to End) Me 

(11A>1/2005 to 10731/2006) 

Funding Information: 

1900-2006-2008- 19 681 1540000 -INL- 01 10- - 
01106E6002 -2740- 2589 -01101409- - - 
USD1, 343.51 6.00 

1900-2006- 2008- 10222 -INM -2076- -2076625016-2705 
2589- -019600- - 
USO272.906.00 

1900 -2006 -2008 -10222 -INM -2076- -2076625018-2705 
2589- -019600- - » 
USO160.1O2.00 

1900- 2005 -2007- 19 571 1540000- INI -01 10- - 
0110SE6017-274O-2589 -01101408- - - 
USO252.005.00 



1.00 



1.00 



1.00 



LT 



LT 



LT 



1.00 



LT 



Total Cost 
(todudes Dfscounte) 



UNCLASSIFIED 



UNCLASSIFIED 



Line Item 
Summary 


Document Number 
SAQMPDO5C1I03-M01S 
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5 


1 


I Sep 06 


Page 

3 of 7 


See Line ltem(s) 




Line Item 
N°- Description 




Quantity Unit 


Unit Price 




Total Cott 

Qndodtt Discount*) 



D004AA 



XJ04AB 



XKWAC 



D005AA 



30O5AB 



XXX5AA 



Contractor Operated and Maintained Base Operations 
Change m Funding, Unit Price 

(Start to End) Date 
(11/01/2005 to 10*31/2006) 

Funding Information: 
1900. 2006 - 2006 -10222 -INM. 2076- -2076625019-2705 
.2589* -019000- - 
USO9.998.00 

1900-2006-2007- 19571154b(XX>*.INL-0110- • 
0110565134-2730-2589-01101306- - - 
U5D256.410.00 

Scheduled Right Hour* 
Change In Funolng, Unit Price 

(SUrt to End) Date 
<1 1/01/2005 to 10/31/2006) 

Funding Infonnstlpfu 

1900-2005-2007- 19 571 1540000 -INL- 01 10- - 
0110666134-2730-2569-01101306- - - 
U5D1.114.0B1.0O 

Unscheduled tolrrtanance Material 
Change h Funding 

{Start to End) Date 
(1 1/01/2005 to KV3I/2006) 

Funding Information: 

1900-2006-2006- 19 681 1540000 -INL -01 10- - 
011G6E6003- 2740 -2580 -01101409- - - 
USD34.299.00 

1900-2006-2006- 10222 - INM - 2076 - -2076625016-2705 

-2589- -019600- - 

USO63.76O.00 

Contractor Operated and Maintained Base Operations 
Change in Funding. Una Price 

(Start to End) Date 

(11/01/2005 to 10731/2006) 
Funding Information: 

1900-2006-2006 - 10222- INM - 2076- -2076625016 - 2705 

-2569- -019600- - 

USD334.709.00 

Scheduled Fight Hours 
Change in Funding, Unit Price 

(Start to End) Date 

(11/01/2005 to 10731/2006) 

Funding Information: 

1900 - 2006 - 2006 - 10222 - INM - 2076 - -2076625016-2705 

2589- ^ 01 9600- - 
USD22.300.00 

Contractor Operated and Maintained Base Operations 
Change in Funding. Unit Price 

(Start to End) Date 

(11/01/2005 to 10731/2006) 



Funding JnfonnstJon: 

1900 - 2006 - 2008 -10222 -INM -2076- 
2589- -OA 9600 • - 

USBl&g&flQ 



-2076625016-2705 



1.00 



IJOQ 



1.00 



1.00 



1.00 



1£0 



LT 



LT 



LT 



LT 



LT 



LT 



UNCLASSIFIED 



UNCLASSIFIED 



Line Item 
Summary 


Document Wumber 

SA<^jPD05CU03-M018 


Mod 0018* Base Line DeHn l 
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Page 
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See Line ltem(s) 






Line Hem 

N * Description 




Quantity UnH UnitPrice 


ToUT Cost 
flnrhirttt rhnti irtrt 



3006AB 



XX57AA 



XM3 



I002AA 



I0O2AB 



1003AA 



003AB 



I004AA 



1004A9 



Scheduled Fffight Hours 
Change in Fuming, Unft Price 

(Start to End) Date 

(11/01/2005 to 1001/2000) 

Funding Information: 

1 900 - 2006 -2006-1 0222 -INM- 2076- -2G7662S016- 2705 

-2589- -Q1960O- - 

USO9.183.00 

Contractor Operated ami Maintained Base Operations 
Change in Furring. Lint Price 

(Start to £nd) Date 
(11/01/20051010/31/2006) 

Funding tafemwttoK 

1 900 - 2006 - 2009 -1 0222 -INM- 2076- -2076625016-2705 

-2589- -019600- - 

USD10.573.00 

Defense Base Act Insurance 
Change in Funding, Unt Price 

(Start to End) Date 
(11/01/2005 to 1CV31/2006) 

Funding Mbrmcllon; 

1900 - 2005 - 2007- 19 571 1540000- IN L- 0110- - 
0110565133-2730-2589-01101306- - - 
USO1 17,700.00 

1000-2006-200B- 196811540000- Wl-0110- - 
01 106E6003-2740-2S89-01 101409- - - 
USO4.935.00 

Contractor Operated and Maintained Base Operations 
Change In Unt Price 



1.00 



1.00 



1.x 



(Start to End) Dale 
(11/01/2006 to 1031/2007) 



Scheduled Flight Hours 
Change In Unl Price 



(Start to End) Date 
(11/01/2006(01001/2007) 
Contractor Operated and Maintained Base Operations 
Change m UnH Price 

(Start to End) Date 
(11/01/2006 to KV31/2007) 

Scheduled Flight Hours 
Change in Unit Price 

(Start to End) Date 
(11/01/2006 to 1&31/2007) 
Contractor Operated and Maintained Base Operations 
Change In Unit Price 

(Start to End) Date 
(1 1/01/2006 to 1CV31/2007) 
Scheduled Flight Hours 
Change In Unit Price 

(Start to End) Date 
(1lA?1/2006 to 1001/2007) 



1,00 



1.00 



too 



1.00 



1.00 



1-00 



IT 



LT 



IT 



LT 



LT 



LT 



LT 



LT 



LT 



UNCLASSIFIED 



UNCLASSIFIED 



Line Item 
Summary 



Document Number 

SAQMPD05C1 103-M018 



Title 17 
Mod 0018- Base LiaaDeftn 



I2S<sp06 



See Line ltem(s) 



Line Hem 
No - Description 



Quantity Unit 



Unit Price 



I005AA 



I005AB 



I006AA 



I007AA 



I007AS 



1013 



20O2AA 



2002AB 



20O3AA 



2003AB 



2004AA 



2004A8 



Contractor Operated anc 
Change In Unit Price 


1 Maintained Baae Operations 

* 


1.00 


IT 


ScheAiW Flight Hour* 
Change in Unit Price 


(Start to End) Date 
(11/01/2006 to 1001/2007) 


1.00 


LT 


(Start to End) Data 
(11/01/2008 to 1001/2007) 
Contractor Operated and Maintained Bate Operations 
Change In Una Price 


1.00 


LT 


(Start to End) Date 

(1 1/01/2006 to 10*31/2007) 

Contractor Operated and Maintained Baae Operations 
Chance in Unit Price 


1.00 


LT. 


Scheduled Fight Houra 
Chance in Unit Price 


(Start to End) Date 
(11/01/2006 to 1001/2007) 


too 


LT 


(Start to End) Date 
(11/01/2006 to 1001/2007) 

Defense Baae Act Insurance 
Change in Ur* Price 


1.00 


U 


(Start to End) Date 
(11/01/2000 to 10/31/2007) 
Contractor Operated and Maintained Baae Operations 
Change in Unit Price 


1.00 


LT 


Scheduled Flight Hours 
Change In Unit Price 


(Start to End) Date 
(11/01/2007 to 1001/2006) 


1.00 


LT 


(Start to End) Date 
(11/01/2005(0 10/31/2000} 
Contractor Operated and Maintained Base Operation* 
Change in Unit Price 


1.00 


LT 


Scheduled Flight Hours 
Change In Unl Price 


(Start to End) Date 
(11/01/2007 to 1001/2008) 


1.00 


LT 


(Start to End) Date 

(11/01/2007 to 1001/2008) 
Contractor Operated and Maintained Base Operations 
Change In Unit Price 


1.00 


LT 


Scheduled FJightHoura 
Change In Unit Price 


(Start to End) Date 

(11/01/200710 1001/2008) 

(Start to End) Date 
(1 1/01/2007 to 1 0O1/2008) 


1.00 . 


LT 



UNCLASSIFIED 



UNCLASSIFIED 



Line Item 
Summary 


Document Number 
SAQMFD05C1103-M018 


Title 17 5 
Mod 001ft - Base Line Defin 


12 Sep 06 


6 on 


See Line ltem(s) 




Line Kern 
No. Description 




Quantity Unit Unit Price 


Total Coat 

(Include Ctacounls) 



200SAA 



2005AB 



2006AA 



2007AA 



2007AB 



2013 



Contractor Operated and Maintained Base Operations 
Change in Ua* Price 

(Start to End) Date 

(1 1/01/2007 to 1OO1/2008) 

Scheduled Fight Hours 
Grunge in Uni Price 

(Start to End) Date 
(11A)1/2007to 1001/2006) 
Contractor Operated and Maintained Base Operations 
Change in Unit Price 

(Start to End) Date 
(11/01/2007 to 10/31/2008) 

Contractor Operated end Maintained Base Operations 
Change in Unit Price 

(Stsrtto End) Date 

(1 1/01/2007 to 10/31/2008) 



Scheduled Fnght Hours 
Change in Ur* Price 



(Start to End) Date 
(11/01/2007 to 1001/2006) 



Defense Base Act Insurance 
Change in Unit Pnce 

(Start to End) Date 

(11/01/2007 to 10*31/2006) 
INUA AvitOon Support Se/vfces 



1.00 



1.00 



1.00 



1-00 



1X0 



1.00 



IT 



IT 



IT 



IT 



LT 



Previous Total: 

Modification Totsh 

Grind Total; 
tfneWe» Dieaoenle 4 Twtm) 



USD 
USD 
USD 



OPTION 
PERIOD 

261.336,736.00 

4,461,525.00 

265,796,660.00 



UNCLASSIFIED 



UNCLASSIFIED 



Address Detail 



TW» 

Mod 0018 -Base Line Defin 



Document Number 

SAQMPD05C1103-M018 



Pigt 6 

7ol7 



Shipping Addresses 



Code 


Detail 




0001 


Org; 


LOGISTICS/MAINTENANCE/ADN^^ 




Addr: 


103ft S.Patrick Dr. 






ATTN: INL AIR WING 






PATRICK AFB t FL UNITED STATES 32925 




Attn: 
Phone 


No Contacts Identified 




Fax: 





ALL LINES 



Invoice Addresses 



Coda 


Detail 




0001 


Org; 
Addr: 


OFC OF RESOURCE MGMT(1NL/RM) 
2430 E Street, NW 
NAVY MIX SOUTH 




Attn: 
Phone: 


WASHINGTON, DC UNTIED STATES 20S2Q 
No Contacts Identified 




Fax: 





ALL LINES 



UNCLASSIFIED 



UNCLASSIFIED 
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B2 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATICS 
TECHNOLOGY RESOURCES 

(a) General The Contractor shall be responsible for information technol >gy 
(IT) security for all systems connected to a Department of State (DOS) network or 
operated by the Contractor for DOS, regardless of location. This clause is applica >le to 
all or any part of the contract that includes information technology resources or se rvices 
in which the Contractor has physical or electronic access to DOS's sensitive information 
that directly supports the mission of DOS, The term "information technology;* as used 
in this clause, means any equipment or interconnected system or subsystem of 
equipment, including telecommunications equipment, that is used in the automatic 
acquisition, storage, manipulation, management, movement, control, display, switching, 
interchange, transmission, or reception of data or information. This includes both major 
applications and general support systems as defined by OMB Circular A-130. Exs mples 
of tasks that require security provisions include: 

(1 ) Hosting of DOS e-Government sites or other IT operations; 

(2) Acquisition, transmission or analysis of data owned by DOS with significant 
replacement cost should the contractor's copy be corrupted; and 

(3) Access to DOS general support systems/major applications at a level beyond 
that granted the general public, e.g. bypassing a firewall 

(b) IT Security Plan* The Contractor shall develop, provide, implement, an i 
maintain an IT Security Plan. This plan shall describe the processes and procedures that 
will be followed to ensure appropriate security of IT resources that are developed, 
processed, or used under this contract The plan shall describe those parts of the c< mtjtact 
to which this clause applies. The Contractors IT Security Plan shall comply with 
applicable Federal Laws that include, but are not limited to, 40 US.C. 1 133 1 , the 
Federal Information Security Management Act (FISMA) of 2002, and the E- 
Govemment Act of 2002. The plan shall meet IT security requirements in accordance 
with Federal and DOS policies and procedures, as they may be amended from time; to 
time during the term of this contract that include, but are not limited to: 

(1) OMB Circular A- 130, Management of Federal Information Resources, 
Appendix III, Security of Federal Automated Information Resources; 

(2) National Institute of Standards and Technology (NIST) Guidelines (see WlST 
Special Publication 800-37, Guide for the Security Certification and Accreditation 
of Federal Information Technology Systems 

rhttp://csrc.nisLpov/publications/nistpubs/800-37/SP800«37-nna!.pdO) : and 

(3) Department of State information security sections of the Foreign Affairs 
Manual (FAM) and Foreign Affairs Handbook (FAH), specifically: 



UNCLASSIFIED 



UNCLASSIFIED 
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Modification 0018 

(i) 12FAMI30; 

(ii) 12 FAM 500 (sections 540, 570, and 590); and 
(Hi) 1 2 FAM 600 (section 620, and portions of 650). 

(c) Submittal of IT Security Plan. Within 30 days after contract award, the 
Contractor shall submit the IT Security Plan to the Contracting Officer and Contracting 
Officer's Representative (COR) for acceptance. This plan shall be consistent with and 
fUrther detail the approach contained in the contractor's proposal or sealed bid tHa t 
resulted in the award of this contract and in compliance with the requirements staged in 
this clause. The plan, as accepted by the Contracting Officer and COR, shall be 
incorporated into the contract as a compliance document The Contractor shall comply 
with the accepted plan. 

(d) Accreditation. Within 6 months after contract award, the Contractor shi ill 
submit written proof of IT Security accreditation for acceptance by the Contractinf 
Officer. Such written proof may be furnished either by the Contractor or by a thirc party. 
Accreditation must be in accordance with NIST Special Publication 800*37, Guidi \ far 
the Security Certification and Accreditation of Federal Information Technology Sy stems 
flittp://csrc.ms This accred itation 
will include a final security plan, risk assessment, security test and evaluation, and 
disaster recovery plan/continuity of operations plan. This accreditation, when accepted by 
the Contracting Officer, shall be incorporated'into the contract as a compliance 
document, and shall include a final security plan, a risk assessment, security test anld 
evaluation, and disaster recoveiy/continuity of operations plan. The Contractor sha 1 
comply with the accepted accreditation documentation. 

(e) Annual verification. On an annual basis, the Contractor shall submit 
verification to the Contracting Officer that the IT Security Plan remains valid. 

(0 Warning notices. The Contractor shall ensure that the following banners! are 
displayed on all DOS systems (both public and private) operated by the Contractor prior 
to allowing anyone access to the system: - 

Government Warning 



* WARNING* ♦WARNING* *WARNING* * 



cy, 



Unauthorized access is a violation of U.S. Law and Department of State pol < 
and may result in criminal or administrative penalties. Users shall not access other 
user's or system files without proper authority. Absence of access controls IS 
NOT authorization for access! DOS information systems and related equipment 
are intended for communication, transmission, processing and storage of U.S. 
Government information. These systems and equipment are subject to monitoring 
by law enforcement and authorized Department officials. Monitoring may result 
in the acquisition, recording, and analysis of all data being communicated, 
transmitted, processed or stored in this system by law enforcement and authorized 
Department officials. Use of this system constitutes consent to such monitor ng. 



UNCLASSIFIED 



UNCLASSIFIED 
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* 'WARNING* 'WARNING* 'WARNING* * 

(g) Privacy Act notification. The Contractor shall ensure that the following 
banner is displayed on all DOS systems that contain Privacy Act information operated by 
the contractor prior to allowing anyone access to the system: 

This system contains 'information protected under the provisions of the Privacy 
Act of 1974 (Public Law 93-579). Any privacy information displayed on the 
screen or printed shall be protected from unauthorized disclosure. Employees who 
violate privacy safeguards may be subject to disciplinary actions, a fine of <pp to 
$5,000, or both. 

(h) Privileged or limited privileged access. Contractor personnel requiring 
privileged access or limited privileged access to systems operated by the contractor for 
DOS or interconnected to a DOS network shall adhere to the specific contract security 
requirements contained within this contract and/or the Contract Security Classification 
Specification (DD Form 254). 

(i) Training The Contractor shall ensure that its employees performing unc er this 
contract receive annual IT security training in accordance with OMB Circular A- 1 30, 
FISMA, and NIST requirements, as they may be amended from time to time during the 
term of this contract, with a specific emphasis on rules of behavior. 

(j) Government access. The Contractor shall afford the Government access to the 
contractor's and subcontractors' facilities, installations, operations, documentation, 
databases and personnel used in performance of the contract. Access shall be provk ed to 
the extent required to carry out a program of FT inspection (to include vulnerability 
testing), investigation and audit to safeguard against threats and hazards to the integrity, 
availability and confidentiality of DOS data or to the function of information technc logy 
systems operated on behalf of DOS, and to preserve evidence of computer crime* 

(k) Subcontracts. The Contractor shall incorporate the substance of this clai se in 
all subcontracts that meet the conditions in paragraph (a) of this clause. 

(I) Notification regarding employees. The Contractor shall immediately notify the 
Contracting Officer when an employee either begins or terminates employment whe ei that 
employee has access to DOS information systems or data. 

(m) Termination. Failure on the part of the Contractor to comply with the terms 
of this clause may result in termination of this contract. 



UNCLASSIFIED 



